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Executive Summary 

 

Operations at the branch, critical to many distributed organizations, continue to evolve to support 
Digital Transformation initiatives. Employees, no matter where they are located, need reliable, low 
latency access to their data and applications.  IoT devices must be securely connected to centralized 
locations.  Lean IT organizations need to support these new initiatives within the constraints of limited 
budgets via centralized management – without trained IT staff at remote locations. 

The distributed branch network needs to be transformed to support WAN cloud and mobility 
initiatives.  The requirements of this new WAN architecture include simplified operations, pervasive 
mobility, and more efficient bandwidth utilization.  New software-based networking technologies and 
cloud-based intelligence are enabling radically improved network operations.  By identifying devices 
and applications, the network can automatically select the most appropriate path (WAN link) and 
prioritize traffic.  The new WAN architecture supports the following benefits: 
 

• Centralized management with cloud-based orchestration 
• Rapid, zero-touch deployment 
• Unified wired and wireless networks  
• Comprehensive edge security 

 
As more traffic shifts from private networks to the public Internet, 4G LTE is rapidly becoming the 
connection of choice for primary and failover links due to its pervasiveness ease of deployment, and 
reliability. This trend is expected to accelerate as Gigabit LTE and 5G services enter commercial 
availability starting in 2018.  
 
The wireless software-defined branch (Wireless SD-Branch) enables organizations to converge all 
network elements onto a single, easy-to-management platform.  This converged platform includes 
wired and wireless connectivity, security/policy enforcement, and intelligent WAN services via SD-WAN 
functionality. This converged network design reduces CAPEX, simplifies operations, and optimizes WAN 
bandwidth utilization. 
 
Cradlepoint’s industry leadership in 4G LTE network solutions and Elastic EdgeSM strategy uniquely 
positions the company to deliver Wireless SD-Branch solutions.  It provides Edge Networks with 
pervasive broadband connectivity, cloud-like agility, enterprise-class security, and centralized control. 
All-in-one NetCloud solutions, based on Advanced Edge Routers (AER), are subscription-based, cloud-
managed, and rapidly deployable.  
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Introducing the Software-Defined Branch 
 
IT organizations are responding to the new requirements of Digital Transformation as they seek to 
improve operational efficiencies and respond faster to changing market conditions.  IT must support 
expanding global operations, shifting of workloads to the public cloud, workforce mobilization, and the 
proliferation of IoT devices.  Many IT shops must do more with limited resources.  These Lean IT teams 
must leverage scarce resources and invest in products that are easy to deploy and manage – thus 
reducing overall operating costs (OPEX). 
 
Networking software and virtualization technologies have matured to enable a new architecture – the 
software-defined branch.  This architecture allows organizations to systematically collapse a wide 
range of network and security functions – which previously existed as distinct appliances (i.e. boxes) – 
onto a single, unified platform.  This functionality includes: 
 

• Wireless LAN (Wi-Fi) 
• SD-WAN  
• Routing  
• Network security 
• Unified, centralized management platform 

 
 
SD-Branch Requirements 
 
IT organizations within highly distributed enterprises spend a significant amount of their time 
deploying branch sites, providing remote access and connecting IoT devices as well as dealing with 
network outages, user access problems and application performance issues. This problem is 
exacerbated by the fact that more temporary sites, vehicles, and IoT devices are being connected to 
the enterprise every day. To address this challenge, branch networks require unified management that 
provide a single pane of glass for network operations and management. This includes configuration, 
zero-touch deployment, orchestration, and advanced remote troubleshooting capabilities.  
 
The Wireless SD-Branch requires broad support for cellular wireless connectivity including 4G LTE.  
Today’s LTE networks (with speeds from 30-100Mbps) can support the WAN connectivity requirements 
of the vast majority of branch networks.  Gigabit LTE will be commercially available in 2018, followed 
by early 5G deployments in 2019 and 2020.  LTE connectivity can be rapidly deployed and is cost-
effective for many organizations, especially with several carriers announcing unlimited data plans. 
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Wireless SD-Branch Benefits 
 
Intelligent network software provides a number of significant benefits for branch network deployment 
and ongoing operations.  The context aware routing of SD-WAN functionality provides for improved 
quality of service for critical applications and the ability to leverage low-cost Internet connections to 
lower monthly WAN bandwidth fees.  The consolidation of network functions to software on a 
common platform reduces initial hardware costs (CAPEX) and ongoing maintenance fees.  Cloud-based 
management speeds deployment and reduces complexity – thus providing operational (OPEX) benefits.  
 
The Wireless SD-Branch enables rapid deployment of new locations and pervasive connections to 
mobile and hard-to-reach locations.   It is ideal for organizations to securely connect a wide range of 
IoT devices, including industrial devices, digital signage, and video cameras.  Examples of organizations 
that can benefit from Wireless SD-Branch solutions include retail (e.g. kiosks, temporary locations and 
pop-up stores), remote healthcare clinics, construction sites, Smart Cities initiatives, and public safety.  
 
Cradlepoint Introduces a New Wireless Software-Defined Branch Solution 

Cradlepoint is an industry leader in providing cloud-based, 4G LTE network solutions for connecting 
distributed organizations over wired and wireless broadband.  Today, more than 20,000 enterprise and 
government organizations around the world rely on Cradlepoint products to keep their distributed 
branch sites, field workforces, vehicles, and M2M/IoT devices always connected and protected.  Its SD-
WAN solution offers LTE-optimized quality of service via application-intelligent path, carrier and APN 
selection, active-dynamic traffic steering and cellular data plan awareness. The Cradlepoint NetCloud 
Manager offers customers zero-touch provisioning, cloud-base management, and visibility and control 
of applications and wired and wireless WAN/LAN interfaces.   
 
The Cradlepoint AER Series replaces multiple “boxes” with a compact, cost-effective all-in-one branch 
solution. Each model supports multiple WAN connections, up to two 4G LTE dual-SIM modems, a 
multi-port Ethernet switch and 802.11ac Wi-Fi with guest portal.  It is powered by Linux-based 
NetCloud OS software that provides advanced routing, SD-WAN, failover, and security functionality. 
Everything is configured, deployed, and managed in the cloud from a single pane of glass with 
NetCloud Manager.  For unified edge security, NetCloud OS offers Unified Threat Management (UTM) 
for secure direct Internet access. UTM features include app-level control, flexible IPSec VPN 
capabilities, multi-zone firewall with VLAN support, IPS/IDS, and web filtering. It also includes 
integrations for Zscaler, OpenDNS and SIEM systems. For IoT security, NetCloud Perimeter provides 
secure device-to-cloud overlay networks that encrypt and cloak devices from the Internet and segment 
them from trusted networks. Everything is configured, deployed and managed using NetCloud 
Manager.  
 
On January 16, 2018, Cradlepoint announced enhancements to its branch networking portfolio that 
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extends its built-in router Wi-Fi capabilities with a new external access point (AP) solution.  The 
Cradlepoint AP22 works with AER2200 Series edge router — which is also new — to expand WLAN 
coverage within small and medium branches (up to a total of five APs) and provide secure wireless 
access for company, guest and IoT devices across the site. The new branch WLAN solution features fast 
roaming, enterprise-grade encryption, rogue AP detection, and intrusion prevention. At the same time, 
Cradlepoint launched NetCloud Solution Packages: a new subscription-based model that combines 
NetCloud software and services with fit-for-purpose hardware and 24x7 support into a single package 
to simplify the customer’s buying journey of spec’ing, ordering, deploying, managing and evolving a 
network solution while accelerating time-to-value.  
 
The Cradlepoint Wireless SD-Branch solution offers: 
 

• All-in-one, subscription-based branch solutions for both wireless WAN and LAN connectivity 
• Simply extend LTE (two modems) and WLAN (five APs) coverage from a single web console 
• LTE Advanced support for speeds up to 600Mbps  
• Rapid, zero-touch deployment for an entire site 
• SD-WAN functionality with Auto-QoS and active-dynamic traffic steering 
• Remote application, network and device visibility/monitoring  
• Integrated UTM with micro-segmentation to isolate trusted and untrusted devices 
• Comprehensive IoT support that includes connectivity, security and edge computing 
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These latest announcements from Cradlepoint put them in a unique position to bring together 
software-defined technologies, cloud management and as-a-service delivery with the next generation 
of mobile and fixed wireless broadband services — including Gigabit LTE and 5G — to make the truly 
wireless branch a reality. 
 

 

Recommendations for IT Leaders 

In the age of Digital Transformation, connecting distributed branch operations is an essential yet 
challenging task for most IT organizations. As corporations embrace cloud, mobility and IoT in support 
of DX initiatives, providing quality user experience to distributed locations is critical for just about 
every business function.   As the number of remote devices and complexity of applications increases, 
Lean IT shops must simplify operations and leverage centralized resources. 

The SD-Branch provides the opportunity to radically re-architect branch networking and security.  
Organizations can deploy one unified appliance to provide local connectivity, security, and advanced 
SD-WAN capabilities.   Operations teams can rapidly connect new branch locations and adjust existing 
branch capabilities to new requirements – all via a single, central management console. 

The branch of the future is becoming more and more wireless.  The Wireless SD-Branch offers benefits 
in terms of leveraging pervasive LTE (and soon 5G) as the primary or secondary WAN link.  Cellular 
wireless provides cost effective connectivity at hard-to-reach locations and for truly mobile offices (e.g. 
public safety vehicles and IoT devices).  

Cradlepoint provides an all-in-one Wireless SD-Branch solution with edge routing, wireless LAN, and 
SD-WAN functionality as well as support for 4G LTE connections.   Cradlepoint NetCloud solutions 
provide an Elastic Edge that can adapt and evolve as business needs dictate. Powered by wireless 
connectivity, the Elastic Edge is software-defined, policy-driven, and highly orchestrated to reduce the 
complexity of today’s branch networks. 
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